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About this Document

The purpose of this Consent2Share (C2S) Version 2 Development Guide is to provide clear directions to
developers to quickly set up their development machines to start focusing on coding for the
applications.

The eventual goal is to get a fast, repeatable, and reliable environment set up to quickly start writing
code with a few commands or even one command by utilizing infrastructure as code.

Roadmap
This document is divided into several chapters.

Chapter 1—Java Development Environment Setup in the Traditional Way describes steps to set up the
Java (Backend) development environment in the traditional way: installing all the tools manually directly
on the development machine

Chapter 2—Frontend Development Environment Setup in the Traditional Way describes steps to set up
the frontend development environment in the traditional way: installing all the tools manually directly
on the development machine

Chapter 3—Using HTTPS for web applications has become standard. It is a good practice to have HTTPS
enabled in the development environment as real as possible. This chapter describes configuring SSL for
Edge Server of C2S.

Note: Once you complete the first three chapters, you should be able to do development work.

Chapter 4—Install, Configure, and use Intelli) IDEA to Run/Debug C2S. This chapter reviews how to use
Intelli) IDEA to load C2S projects, write codes, and run/debug source codes.

Chapter 5—Development Environment Setup the Docker Way introduces Docker
Chapter 6—Run and Debug Apps the Docker Way explains how to run and debug C2S the Docker way

Importantly, this development guide is dynamic and will be continually updated over time.
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Chapter 1 Java Development Environment Setup in the Traditional Way
Note: Install in the following order.

1.1 Install Java JDK

1.1.1 Install Java JDK

In Consent2Share development, Java 8 is used.

1. Go to Oracle JDK download site to download the appropriate JDK for your operating systems.
http://www.oracle.com/technetwork/java/javase/downloads/index.html
* Java SE jdk1.8.0_51 was used when this document was prepared. In the following section, this
version was used to illustrate the environment setup.

2. Install the download Java JDK.

1.1.2 Set JAVA_HOME System Environment Variable and System Path

In order to control where java.exe should be from, do the following for Windows:

1. Setvariables:

0 System Environment Variable: JAVA_HOME

0 Value: C:\Program Files\Java\jdk1.8.0_51

O Put %JAVA_HOME%\bin in System Path (*at the very beginning of the Path variable value).
2. Inthe command prompt:

0 Run “java -version” to check Java version.

0 Run “where java” to verify the path of java and make sure that java is from the one you

specified in JAVA_HOME (Java from JAVA_HOME should appeared as the first item.)

For Mac OSX, follow the below steps to set up the system path:

1. Create a file ~/.bash_profile under current user and added follow two lines:
0 export JAVA_HOME=/Library/Java/JavaVirtualMachines/
jdk1.8.0_51.jdk/Contents/Home
0 export PATH=SPATH:$ JAVA_HOME /bin
2. Next, using the command line to make the change effective:
source ~/.bash_profile
3. Run “java -version” in command line to verify configuration.

1.1.3. Install Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files for
JDK/JRE 8

The file can be downloaded from the following link with name jce_policy-8.zip
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html|

1. Uncompress and extract the downloaded file.
This will create a subdirectory called UnlimitedJCEPolicyJDK8. This directory contains the
following files:
O README.txt
0 local_policy.jar Unlimited strength local policy file
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0 US_export_policy.jar  Unlimited strength US export policy file
2. Install the unlimited strength policy JAR files.
In case you later decide to revert to the original "strong" but limited policy versions, first make a
copy of the original JCE policy files (US_export_policy.jar and local_policy.jar). Then replace the
strong policy files with the unlimited strength versions extracted in the previous step.
The standard place for JCE jurisdiction policy JAR files is:
%JAVA_HOME%\jre\lib\security [Windows]

1.1.4 Upgrade Java JDK
When upgrading to a new version of JDK, make sure to follow the above steps. Remember to
reconfigure SDK in IntelliJ IDEA IDE. See instructions in the Install/Configure Intelli) IDEA section.

1.2 Install Maven

1.2.1 Install
1. Download the latest version from https://maven.apache.org/download.cgi
* Apache-maven-3.3.3 was used when this document was prepared. In the following section, this
version is used to illustrate the environment setup.
2. Extract the download maven, such as apache-maven-3.3.3-bin.zip, to the c:\java folder.

1.2.2 Set M2_HOME System Environment Variable and System Path
For Windows,

1. Set M2_HOME system environment variable:

0 Variable: M2_HOME

0 Value: C:\java\apache-maven-3.3.3
2. Put %M2_HOME%\bin in system environment variable Path.
3. Run “mvn -version” to verify

For Mac OSX, follow the steps below to set up the system path:

1. Create a file ~/.bash_profile under current user (example: =/Users/XXX) and added:
0 export M2_HOME=/Users/XXX/springsource/apache-maven-3.3.3
0 export PATH=SPATH:$M2_HOME/bin
2. After that, using command line to make the change effective:
source ~/.bash_profile
3. Run “mvn -version” in command line to verify configuration.

1.3 Install Tomcat 8

1.3.1 Install
1. Directly download from:
e https://tomcat.apache.org/download-80.cgi (the Tomcat 8 download site)

* Apache-tomcat-8.0.26-windows-x64 was used when this document was prepared.

2. Unzip to your local drive e.g. c:\java folder.
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1.3.2 Configure JVM and Other Options for Tomcat

You can configure JVM and other options for Tomcat.

Go to bin folder of the Tomcat installation and open catlina.bat/catlina.sh based on your operation
system to see how you can configure.

By default, Tomcat runs on JVM pointed by the JAVA_ HOME environment variable.

1.3.3 Configure User to Operate the "/manager/html" Web Application
Go to the conf folder of the Tomcat installation path, open tomcat-users.xml file and add the following
line inside of tomcat-users element:

<user username="admin" password="admin" roles="manager-gui"/>

1.3.4 Upgrade Tomcat

When upgrading to a new version of Tomcat, make sure to follow the above steps. Remember to
reconfigure the Tomcat application server in IntelliJ IDEA IDE. See instructions in the Install Intelli) IDEA
section.

1.4 Install MySql Server and Workbench

1.4.1 Install
1. Directly download from http://dev.mysgl.com/downloads/mysql/
* mysql-installer-community-5.6.27.0.msi was downloaded and installed when this document
was prepared.

2. Install MySql.
3. Set up username (root) and password (admin) as admin to access local MySql Server.

1.4.2 Set up System Environment Variable and System Path
For Windows,

1. Set MYSQL_HOME System Environment Variable:

e Variable: MYSQL_HOME

e Value: C:\Program Files\MySQL\MySQL Server 5.6
2. Append path system variable with %MYSQL_HOME%\bin

1.4.3 Setup MYSQL Users and Permissions for Databases Used in Our Projects
By default, C2S applications were given all root permissions. Please revise the permissions based your
environments.

Create empty schemas: pcm, phr, patient-user, uaa, npi.
1.4.4 Create Table and Insert Sample Provider Lookup Data in npi Database

1. Find the sql script in the following folder
https://github.com/bhits/pls-api/blob/master/npi-db-sample/npi-db-sample.sql
2. Run the sql script in MySqgl Workbench, which will create npi table in npi schema with 10
providers.
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1.5 Install Git for Windows
Download and install Git. Git can be downloaded from:
https://github.com/msysgit/msysgit/releases/download/Git-1.9.5-preview20141217/Git-1.9.5-

preview20141217.exe

* Git-1.9.5-preview20141217.exe was downloaded and installed when this document was prepared.

Note:

1.

Do not install Git for Window 2.x because it has certain inconveniences, such as there is no
longer a system-level gitconfig

To handle line ending issue, issue the following command:

git config --global core.autocrlf true

1.6 Create a Github Account
Once you create a GitHub account, you can access our public Source Code repositories from:
https://github.com/bhits/

1.

Remember to set up a Git global username and email. Otherwise, your commit will not be
appropriately credited.

To setup global username:

git config --global user.name “your username” (make sure you enter double
To setup global email address:

git config --global user.email “your email address”

To verify your username and email set up:

git config --global user.name

git config --global user.email

’{

-’ before global).

1.7 Install Redis
Windows Installation:

1.

Download Redis from https://github.com/MSOpenTech/redis/releases/tag/win-2.8.2104
(download the .msi one)

Note: When installing Redis, you may receive the following error message:

A There is a problem with this Windows Installer package.
LE A DLL required for this install to complete could not be
run. Contact your suppert personnel or package vendor.

Consent2Share Version 2 Development Guide, Page 5


https://github.com/msysgit/msysgit/releases/download/Git-1.9.5-preview20141217/Git-1.9.5-preview20141217.exe
https://github.com/msysgit/msysgit/releases/download/Git-1.9.5-preview20141217/Git-1.9.5-preview20141217.exe
https://github.com/bhits/
https://github.com/bhits/
https://github.com/MSOpenTech/redis/releases/tag/win-2.8.2104

This error may arise for the following reasons:
Not full access to the folder: C:\Users\<username>\AppData\Local\Microsoft\Windows\ or
C:\Users\<username>\AppData\Local\Temp\

The solution to solve this error is: change the permissions to full access to:
C:\Users\<username>\AppData\Local\Microsoft\Windows\ or C:\Users\<username>\AppData\L
ocal\Temp\
1. Make sure that the hidden files and folders are shown in Windows:
1.1. Open the Control Panel in Windows.
1.2. Click on Folder Options to open the Folder Options pop-up.
1.3. In the tab View under the section Advanced settings, click Show hidden
files, folders and drives.
1.4. Click OK.
2. Open Windows Explorer and locate the folder mentioned above.
3. Right click on the folder. The Local Properties pop-up window will appear.
4. Select the tab Security.
5. Click Edit and the Permissions for Local pop up window will open.
6. On Group or user names, select the desired user.
7. Ensure that the Allow check box for Full control is activated, if not, activate it.
8. On the Permissions for Local pop up window, click OK (if no changes were made) or
click Apply (if changes were made).
9. On the Local Properties pop up window, click OK (if no changes were made) or
click Apply (if changes were made).

2. Follow the installation instruction and check the option to put the redis installation folder in
system path environment variable

3. When you get to the memory limit page check “Set the Max Memory and MaxHeap limits”

4. Change the numbers accordingly ( “250” for MaxMemory, 375 for MaxHeap)

7 5]
ﬁ Redis on Windows Setup = %
Memory Limits a
Select whether to use memory limits or not. redis
Set the Max Memory and Max Heap limits
Max Memory (integer values only):
100 MEB
Max Heap (integer value at least 1.5 times the Max Memory value):
150 MEB
If invalid or incompatible values are detected, the default values will be used.
They can be changed later editing the redis.windowrs-service.conf file.
Back ][ Mext l [ Cancel
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5. The service should start automatically. Otherwise, start it manually

5 omposert Sermies M
i fle Acoon View Window Help NLIE
e 2@ T2 BB rene
S Cersoe oot -
& Component Serices o -
5 LEY Nane. Descrigrion Sy LogOn + | Seice
Emﬁ“s SRAbbAM]  Mulipcta. Sted Loca S
tw:mr:\:; 3 Reatek Audia - Forcoopma Staied Loeal SymL
G Remane Acces. r.:..._ mss\n
Description % Remote Acces. Managesdl_ Local St
This service runs S Fedis G Remcte Dusil. Rimncte De_ Started Local St
e ARamote Desit. ANwsuser. Stated Network 5.
GRemote Desicl.. Aows . Staed Local St
G Remote Proce_ The BRCSSL Stned Network S
% Remote froce_ InWindows.. Neowork 5
< Remote Regit. Erablesre_ Local Seni_
4 Routing and R Offers rounl. Logal Syst
GRPCEndpont . Resoives AP Staed Network 5.
S heccrday o, Frablesstar Local St
& Sequre Socket . Frowides i Local Send_.
O Seourity Azcou Thestatup _ Stted  Aumomatic Local Sp1_
L5eounty Camar TreWSCSV. Staied  Awiomatic [ Loeal Sen
&5t Swpeortsfl. Sated  Aulomatic Local St
Shell Hartwee. Providssno. Swied  Aviomalic Lo Sl
< Smart Cand Maagesac Marual Local Sev.
< SmatCardRe Alows ®es sl Loca Sp
L5ME Agentho. Providesch. Stated  Awomabic . LoeaSym |
GSNVPTae Receves e [ Locall S, 9
S Software oL, Erabies te Aunomatic [ Metwork S
L 5P Notificatl.  Prowides S0 Marual Local Seni_.
GLS0USenr 5. Provides sl Suled  Amomatic Metwere S
6. Right click on the Redis and chose properties go to Recovery tab and configure the failure as
below
Redis Properties (Local Computer) g
General | Log Gn| Recovery | Dependenciesl
Selectthe computer's response if this service fails. Help me set up recoverny
actions:
First failure: [Restartihe Semvice - ]
Second failure: [Fiestartme Sermvice v]
Subsequent failures: [Fieslartlhe Service v]
o Y
Reset fail count after: 0 days
Restart service after: 1 minutes
Enable actions for stops with errors. Restart Computer Options... |
Run program
Frogram:
| | ‘ Browse. . ‘
Caommand line parameters: | |
[ ]Append fail countto end of command line (fail=%1%)
I OK I ’ Cancel I | Apply
R e
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7. Run the following commands to verify the installation
redis-cli --version
redis-server --version

1.8 Install Gradle

1.8.1 Install
1. Downloaded gradle from https://gradle.org/gradle-download/
* gradle -2.8-all.zip was used when this document was prepared.
2. Extract gradle from gradle-2.8-all.zip to the c:\java folder.

1.8.2 Set GRADLE_ HOME System Environment Variable and System Path
1. Set GRADLE_HOME system environment variable:
0 Variable: GRADLE_HOME
0 Value: C:\java\gradle-2.8 (Based on your directory)
O Put %GRADLE_HOME%\bin in System Path.
2. Run “gradle -version” to verify

1.8.3 The Gradle Wrapper

The Gradle Wrapper is the preferred way of starting a Gradle build. The wrapper is a batch script on
Windows and a shell script for other operating systems. When you start a Gradle build via the wrapper,
Gradle will be automatically downloaded and used to run the build.

Check the wrapper into version control. By distributing the wrapper with your project, anyone can work
with it without needing to install Gradle beforehand. Even better, users of the build are guaranteed to
use the version of Gradle that the build was designed to work with. Of course, this is also great for
continuous integration servers (i.e. servers that regularly build your project) as it requires no
configuration on the server.

1.9 Install RabittMQ (Optional)
Installing on Windows: https://www.rabbitmg.com/install-windows.html
1. Uninstall previous versions for Erlang Windows Binary File and RabbitMQ.
2. Run Erlang Windows Binary File (otp_win64_18.3.exe).
3. Install RabbitMQ server: Run rabbitmg-server-3.5.5.exe to set RabbitMQ up and running as a
service with default configuration.
*Please note as of 04/18/2016, the latest rabbitmgq-server-3.6.1.exe which is 64 bit rather than
32 bit has some installation issues and doesn’t work.
4. Enable Management Plugin: Start Menu = RabbitMQ Server = RabbitMQ Command Prompt
(sbin dir), then run the following command in the command prompt:
rabbitmg-plugins enable rabbitmg_management
5. Then stop and start RabbitMQ Service from Start Menu = RabbitMQ Server. You should be able
to browse http://localhost:15672/ and you can use guest/guest to login.

Steps for installing RabbitMQ on Mac:

1. Download RabbitMQ for Mac: https://www.rabbitmg.com/releases/rabbitmag-
server/v3.1.3/rabbitmg-server-mac-standalone-3.1.3.tar.gz
2. Move the downloaded file to the user folder using this command in terminal:
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mv ~/Downloads/rabbitmg-server-mac-standalone-3.1.3.tar.gz ~
3. Extract the file:
tar zxvf ~/rabbitmqg-server-mac-standalone-3.1.3.tar.gz
4. Change directory to RabbitMQ:
cd ~/rabbitmq_server-3.1.3/sbin/
5. Install plugins:
./rabbitmg-plugins enable rabbitmq_management
6. You can either run the server in normal mode:
./rabbitmqg-server

In normal mode, you have to keep the terminal open while the server is running. To stop the

server, use Ctrl+C.
7. Or detached mode:
./rabbitmg-server -detached
In detached mode, the server is running as a background service, you need to use:
./rabbitmqctl stop
8. This will stop the server. The server will automatically start when computer restarted.
9. When server started, browse http://localhost:15672/ and use guest/guest to login.

1.10 Install Flyway (Optional)
Prerequisites:

1. Flyway 3.2.1 and mysql-connector-java-5.1.26-bin.jar.

2. download from internet:
http://flywaydb.org/getstarted/download.html
http://mvnrepository.com/artifact/mysgl/mysql-connector-java/5.1.26

Windows Installation:

1. Copy and unzip “flyway-commandline-3.2.1-windows-x64.zip’ to your machine
2. Set FLYWAY_HOMIE system environment variable and system path (Optional)
0 Variable: FLYWAY_HOME
0 Value: C:\java\flyway-3.2.1 (Based on your directory)
0 Put %FLYWAY_HOME% in System Path.
0 Run flyway -version to check Flyway version.
3. Copy mysql-connector-java-5.1.26-bin.jar to flyway-3.2.1\jars
4. Go to directory flyway-3.2.1\conf directory and set up configuration
o0 flyway.url=jdbc:mysql://localhost:3306/consent2share-bl
0 flyway.user=username
o flyway.password=password
5. Go to command prompt by typing “flyway info” command to verify if the flyway works.
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6.

IC:sUserssjiahao.li>flyway info
Flyway 3-2.1 by Boxfuse

Database: jdbc:mysgl:~~localhost:3306/consent2share—bhl (MySQL 5.6>

Database schema 2815-A3-24
Add use code lookup data 2015-A3-24
Adminizstrative gender code lookup data 2015-83-24
Body site code lookup data 2015-A3-24
Clinical document section type code lookup data 2015-A3-24
Clinical document type code lookup data 2015-83-24
Confidentiality code lookup data 2015-A3-24
Consent directive type code lookup data 2015-A3-24
Country code lookup data 2015-83-24
Ethnic group code lookup data 2015-A3-24
Facility type code lookup data 2015-A3-24
Language ability code lookup data 2015-83-24
Language code lookup data 2015-A3-24
Language proficiency code lookup data 2015-A3-24
Legal reprezentative type code lookup data 2015-83-24
Marital status code lookup data 2015-A3-24
Medication status code lookup data 2015-A3-24
Obhligation policy code lookup data 2015-83-24
Privacy law policy code lookup data 2015-A3-24
Problem status code lookup data 2815-83-24
Procedure status code lookup data 2015-83-24
Product form code lookup data 2015-A3-24
Provider taxonomy code lookup data 20158324
Purpoze of use code lookup data 2015-83-24
Race code lookup data 2015-A3-24
Refrain policy code lookup data 20158324
Religious affiliation code lookup data 2015-83-24
Result interpretation code lookup data 2015-A3-24
Result status code lookup data 20158324
Route code lookup data 2015-A3-24
Sensitivity policy code lookup data 2015-A3-24
Social history status code lookup data 20158324
Social history type code lookup data 2015-A3-24
State code lookup data 2015-A3-24
Target site code lookup data 20158324
Telecom use code lookup data

Unit of measure code lookup data

Valueset data

Add wunigue constraints to valueset schema 2015-A3-24
Add unigue constraints to consent and patient 2015-A3-24
Tinyint to BIT chan 2815-83-24
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For more, please read: http://flywaydb.org/documentation/commandline/

Linux Installation:

1.
2.

7.

8.

Create a directory flyway under user: mkdir flyway
Set Get the latest flyway binaries (refer to http://flywaydb.org/getstarted/download.html).
sudo wget https://bintray.com/artifact/download/business/maven/flyway-commandline-
3.2.1-linux-x64.tar.gz
Untar the gz under flyway directory. This will create a flyway-3.2.1 directory under /usr/flyway:
sudo tar -zxvf flyway-commandline-3.2.1-linux-x64.tar.gz
Remove the tar.gz:
rm -rf flyway-commandline-3.2.1-linux-x64.tar.gz
Create a softlink to the path /usr/flyway/flyway-3.2.1 as /usr/flyway/latest:
In -s /usr/flyway/flyway-3.2.1/ /usr/flyway/latest
Create a file called flyway.sh with following contents under /etc/profile.d:
#! /bin/sh
#! Set FLYWAY_HOME environment variable to point to latest FLYWAY path
export FLYWAY_HOME=/usr/flyway/latest
export FLYWAY_HOME
PATH=SPATH:SFLYWAY_HOME
export PATH
Copy ‘mysql-connector-java-5.1.26-bin.jar’ to flyway-3.2.1\drivers

Go to directory flyway-3.2.1\conf directory and set up configuration
Note: following is using local information for sample
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o0 flyway.url=jdbc:mysql://localhost:3306/ehn2_consent2share-bl
o0 flyway.user=username
o flyway.password=password

9. Navigate to /usr/flyway/latest and execute the following
sudo chmod +x flyway
10. Verify flyway installation by executing info command(flyway info)

£ PuTTY (inactive)

‘sadhanafeifehn [fete/profile.d]& flyway info
Flyway 3.2.1 by Boxfuse

Database: jdbc:mysql://localhost:3306/ehn2 consent2share-pg (MySQL 5.5)

e ——————

| Wo migrations found

1.11 Install Jasypt (Java Simplified Encryption) (Optional)

1. Download Jasypt 1.9.2 and install it.

2. Set up system environment variable:
0 name: JASYPT_HOME
0 value: C:\java\jasypt-1.9.2 (Based on your directory)
0 And append path system variable with %JASYPT_HOME%\bin

3. After setting up the system path for Jasypt, you will be able to use all the commands under bin

folder to encrypt and decrypt.

1.12 Configure SMTP

SMTP email server should be configured for PCM API, Patient User APl and UAA. For PCM and Patient
User API the configuration is similar since there are both Spring boot application while for UAA it is a bit
different.

For PCM and Patient User API, there are two possibilities:
1. Create OS environment variables for SMTP email server.

Create OS environment variables for the following:

Environment Variables Values

spring.mail.host smtp.gmail.com
spring.mail.port 587

spring.mail.username Consent2share@gmail.com
spring.mail.password mOvyVUUgfR5u
spring.mail.properties.mail.smtp.ssl.trust | Smtp.gmail.com
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2. Pass SMTP email server configuration as Program Arguments in Intelli).
See section 4.5.2.1.

For UAA you can configure the SMTP email server in Tomcat. See section 4.5.1.1

1.13 Install and Configure ClamAV in Windows
1. Download the Win64 version of ClamAV to your local machine.
2. Create the following folders to be used by ClamAV:
a. C:\ClamAV-x64
b. C:\ClamAV-x64\db
c. C:\ClamAV-x64\log
3. Run the executable that you just downloaded and remember to specify the installation path to:
C:\ClamAV-x64
4. Create clamd.conf and freshclam.conf in the C:\ClamAV-x64 folder with content as below:
a) For clamd.conf add this content

TCPAddr 127.0.0.1

TCPSocket 3310

MaxThreads 2

LogTime true

LogFile c:\ClamAV-x64\log\clamd.log
DatabaseDirectory C:\ClamAV-x64\db

b) For freshclam.conf add this content
# URL of server where database updates are to be downloaded from
# If this option is given multiple times, each will be tried in
# the order given until an update is successfully downloaded
#MAKE SYU
DatabaseDirectory "c:/ClamAV-x64/db/"
DatabaseMirror database.clamav.net
# Number of times to try each mirror before moving to the next one
MaxAttempts 3
#LogFile c:/ClamAV-x64/log/freshclam.log
NotifyClamd c:/ClamAV-x64/clamd.conf
LogFileMaxSize 20480000
LogTime true
UpdateLogFile c:/ClamAV-x64/log/freshclam.log

5) Navigate to the ClamAYV installation path C:\ClamAV-x64 and click on C:\ClamAV-
x64\freshclam.exe to create the Database.

6) Start ClamAV by clicking on C:\ClamAV-x64\clamd.exe.

7) To verify installation, run C2S patient portal and in upload a document in Medical Document
section. You will get a success message as shown below.
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Also, if you stop ClamAV by closing the clamd.exe window and try to upload another document,
you will get the error message below.
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N.B. If you want to use ClamAV running on the server, it suffices to specify the host in the
application.yml file of PCM as in the next page.

| Qappliratinn.yml e i [
Document 1/4 | security:

:'@\'!Ug Q\; + + Q8 % & ) motch Cose [ ] Regex [ ] Words 8 matchas *

k : i18na/
2 clsg:
pom: =
104 config:
clinicaldata:
# Max a

maximumUploadrilesize: 10000000 =

d lizt of pe tod File ex

extensionsPermittedroUpload: xml,txt

el ¢

.

3310

connTimeCut: 20
pid:
domain

¢ BID
ic: 1.3.6.1.4.1.21367.13.20.200
type: 150

org: CZ5 Health
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Chapter 2 Frontend Development Environment Setup the Traditional

Way

2.1 Install Platform - Node.js
Go to https://nodejs.org/, download node.js for your operating system.
Along with node.js, npm is installed as well.

Verify the installation by issuing the following commands:

0 $ node --version
O S npm --version

2.2 Install grunt globally
First, run the following command:
$ npm install -g grunt-cli

Next, verify the installation by issuing the following command:
$ grunt --version
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Chapter 3 Enable SSL

The use of HTTPS is commonplace and used by all web application. To get a real HTTPS experience for
the local development environment, a SSL certificate, signed by the specific Certificate Authority, need
to be generated. The steps of the SSL certificate generation will not be addressed in this guide.

For simplicity in development and testing environments, SSL is NOT enabled by default in configurations
in Consent2Share components. Please follow the instructions given in particular microservice
documentations in Github for enabling SSL if needed to do so in your particular deployment environment.

Also, please be mindful for overriding the target endpoints in the default configurations to use HTTPS for
SSL enabled services. This chapter only provides an example to apply SSL in edge-server during the
development progress.

* The Edge Server acts as a gatekeeper to the outside world. It keeps unauthorized external requests
from passing through.

3.1 Enable SSL While Running as a JAR

e java -jar edge-server-x.x.x-SNAPSHOT.jar --spring.profiles.active=ssl --
server.ssl.key-store=/path/to/ssl_keystore.keystore --server.ssl.key-store-
password=strongkeystorepassword

3.1 Enable SSL While Running as a Docker Container
Note: Docker Container will be Introduced in Chapter 5

e docker run -d -v
"/path/on/dockerhost/ssl_keystore.keystore:/path/to/ssl_keystore.keystore"
bhits/edge-server:latest --spring.profiles.active=ssl --server.ssl.key-
store=/path/to/ssl_keystore.keystore --server.ssl.key-store-
password=strongkeystorepassword

e Inadocker-compose.yml, this can be provided as:

version: '2'
services:

edge-server.c2s.com:
image: "bhits/edge-server:latest"
command: ["--spring.profiles.active=ssl","--server.ssl.key-
store=/path/to/ssl_keystore.keystore", "--server.ssl.key-store-
password=strongkeystorepassword" ]
volumes:
- /path/on/dockerhost/ssl keystore.keystore:/path/to/ssl_keystore.keystore

NOTE: As seen in the examples above, /path/to/ssl_keystore.keystore is made available to the container
via a volume mounted from the Docker host running this container.
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3.3 Override Java CA Certificates Store in Docker Environment

Java has a default CA Certificates Store that allows it to trust well-known certificate authorities. For
development and testing purposes, one might want to trust additional self-signed certificates. In order
to override the default Java CA Certificates Store in a Docker container, one can mount a

custom cacerts file over the default one in the Docker image as docker run -d -v
"/path/on/dockerhost/to/custom/cacerts:/etc/ssl/certs/java/cacerts"” bhits/edge-
server:latest

NOTE: The cacerts references given in the both sides of volume mapping above are files, not directories.
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Chapter 4 Install, Configure, and Use IntelliJ IDEA to Run and Debug C2S

4.1 Install
1. Download latest IntelliJ IDEA Community or Ultimate from:

https://www.jetbrains.com/idea/download.
* The community version is free, but it has a lot of limitations regarding integration and
supports, such as Java application server, Sprint support and plugins (NodelS, Angualr]S, Lombok
etc).
* The Ultimate version is not free and requires a license.
* The Ultimate version was used to develop C2S and this chapter is based on the Ultimate
version.

2. Open IntelliJ IDEA, you will get “Welcome to IntelliJ IDEA” screen. If you are already in a project,
click File = Close Project to let Intelli) reopen the Welcome Screen:

[ Welcome to Intelli) IDEA = S
pem
Ciintellij-workspa...s\mhec-wsipem-apitpom
Version 201611
IF Create Mew Project
o Import Project
7 Open
¥ Check out from Version Control =
Register & Configure ~  Get Help ~

3. Optional: click Register to open “IntelliJ IDEA License Activation” dialogue for you to enter your
license information.
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4.2 Configure

4.2.1 Configure/Update JDK
Refer to https://www.jetbrains.com/help/idea/2016.1/configuring-global-project-and-module-sdks.html

4.2.1.1 Configure SDKs at the Global (IDE) Level

1.

vk wnN

N o

8.

Open the Default Project Structure dialog (from Welcome Screen = Configure = Project
Defaults = Project Structure, or from File = Other Settings = Default Project Structure).

In the left-hand pane, under Platform Settings, click SDKs.

To add a new SDK, click Add and select the desired SDK type.

In the dialog that opens, select the SDK home directory and click OK.

As a result, a new SDK is added to IntelliJ IDEA and its settings are shown on the SDK page in the
right-hand part of the dialog.

Optionally, edit the SDK name and contents.

If necessary, add more SDKs as described above.

Click OK in the Project Structure dialog.

4.2.1.2 Configure a Project SDK

1.
2.
3.

5.
6.

Open the Project Structure dialog (e.g. Ctrl+Shift+Alt+S, or from File = Project Structure).

In the left-hand pane, under Project Settings, click Project.

On the page that opens in the right-hand part of the dialog, select the necessary SDK from the
Project SDK list.

If the desired SDK is not present in the list, click New and select the necessary SDK type. In the
dialog that opens, select the SDK home directory and click OK. As a result, a new SDK is added to
Intelli) IDEA as Global Platform Settings and selected as the project SDK.

To view or edit the SDK name and contents, click Edit. (The SDK page will open.)

Click OK in the Project Structure dialog.

4.2.1.3 Configure a Module SDK
* If there is no project opened in the Intellil, please open a project first to configure the module.

e wNeE

7.
8.

Open the Project Structure dialog (e.g. Ctrl+Shift+Alt+S, or from File = Project Structure).

In the left-hand pane, under Project Settings, click Modules.

In the middle pane, select the module of interest.

In the right-hand part of the dialog, on the Module page, select the Dependencies tab.

Select the SDK from the Module SDK list. (To select the project SDK, select Project SDK. Note
that if you change the project SDK later, the module SDK will change accordingly.)

If the desired SDK is not present in the list, click New and select the necessary SDK type. In the
dialog that opens, select the SDK home directory and click OK. As a result, a new SDK is added to
Intelli) IDEA as Global Platform Settings and selected as the project SDK

To view or edit the SDK name and contents, click Edit. (The SDK page will open.)

Click OK in the Project Structure dialog.

4.2.2 Configure Maven
4.2.2.1 Configure Maven at the Global (IDE) level

1.

Open the Default Settings dialog (from Welcome Screen = Configure = Project Defaults 2
Settings, or from File = Other Settings = Default Settings).
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2. Inthe left-hand pane, under Build, Execution, Deployment = Build Tools, click Maven.

3. Inthe right-hand pane, set Maven home directory to the Maven directory, which is the parent
folder of bin folder.

4. Click OK in the Default Settings dialog.

4.2.2.2 Configure Maven for a Project
1. Open the Settings dialog (from File = Settings).
2. Inthe left-hand pane, under Build, Execution, Deployment = Build Tools, click Maven.
3. Inthe right-hand pane, set Maven home directory to the Maven directory, which is the parent
folder of bin folder.
4. Click OK in the Settings dialog.

4.2.3 Set Up Tomcat
* Since Intellij Community version does not offer Java application server integration, this section only
works for the Intellij Ultimate version.

1. From Welcome Screen, click Configure = Settings, open Settings dialog. Alternatively, after
opening your project, open the Settings dialog from File = Settings. Both ways achieve results,
but the first way is better.

2. Inthe left-hand pane, under Build, Execution, Deployment, click Application Servers.

3. Click the green “+” in the middle pane to set up Tomcat. Note to give a meaningful name for the
application server e.g. Tomcat 8.0.27.

m Default Settings |£|
I(C)\ ) Build, Execution, Deployment : Application Servers
Appearance 8 Behawvior =p = MName: Tomcat 8.0.27 |
Keymap Tomcat Home: | Cijavahapache-tomcat-8.0.27 | l:l
Eiiaws Tomcat Version: 8.0.27
Frrs Tomcat base directorny: | Chjavatapache-tomcat-8.0.27 ||:|
Version Control
Build, Execution, Deployment Libraries
Build Tools = 4+ +Gl +.2 —
Cempiler L= 414 Classes
Debugger Chjavahapache-tomcat-8.0.27\ib\jsp-api.jar
Deployment = i Chjawahapache-tomcat-8.0.27ib\servlet-api.jar
Arquillian Containers =
Clouds
Cowverage =
Required Plugins =

Languages & Frameworks

m | Cancel | | | | Help

4.2.4 Configure Git (Optional)
1. From the Welcome screen, Open Default Settings dialog. Version Control = Git. Make sure that
Path to Git executable is correct and accept the default configurations.
Note: DO NOT check Control repositories synchronously.
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2. Selecting this configuration means that the Synchronous branch control is enabled. If you have
several Git roots in the project, they all are checked out at the same branch.

3. For this project, at least at this stage, we want to control branches for each project module
(Microservice) in different roots separately.

4. Once you have loaded a project with several modules source controlled by Git, to let Intelli)
IDEA know the root of every Git repository, select each module in the Project tool window, then
click VCS = Enable Version Control Integration...., in the Enable Version Control Integration
Dialog, select Git in the drop down, click OK. Alternatively, you can open Settings dialogue by
clicking File - Settings..., in the left-hand pane, select Version Control, in the right pane you can
add/remove/edit VCS Directory Mapping.

4.2.5 Configure Github (Optional)
1. From the Welcome screen, Open the Default Settings dialog. Version Control = Github. Select
and enter the followings in the right-pane.
0 Host: github.com
0 Auth Type: Password
0 Login: your-user-name
0 Password: your-password

4.2.6 Configure for Frontend Development

4.2.6.1 Install NodelS Plugin
Note: only Intellij Ultimate version supports this plugin.

1. Inthe Welcome Screen, click Configure --> Settings --> Plugins --> Browse repositories... --> type
node.js to find NodelJS plugin --> Install plugin.

2. Then you will be able to using Run --> Edit Configuration.... to open Run/Debug Configurations
and configure to run Node.JS.

4.2.6.2 Install Karma Plugin
Note: only Intellij Ultimate version supports this plugin.

In the Welcome Screen, click Configure --> Settings --> Plugins --> Install JetBrains plugin... --> type
karma to find Karma plugin --> click the green “Install Plugin” button to install.

4.2.6.3 Install Angular)S Plugin
Note: only Intellij Ultimate version supports this plugin.

In the Welcome Screen, click Configure --> Settings --> Plugins --> Install JetBrains plugin... --> type
angular to find AngularlJS plugin --> click the green “Install Plugin” button to install.

4.2.6.4 Install John Papa’s Angular File Templates and Live Templates

1. Download John Papa’s Angular File templates and Live Templates settings jar archive for
WebStorm from http://ipapa.me/ngstormtmpl, which is names as fileTemplateSettings.jar.

2. Copy fileTemplateSettings.jar to your local computer.

3. Export and backup your local setting first, go to File --> Export Settings..., save the jar to your
backup folder. And it is a good idea to source control this jar file.

4. Import John Papa’s fileTemplateSettings.jar, go to File --> Import Settings... and browse to the
file fileTemplateSettings.jar to import it.
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5. Once the John Papa’s settings are imported, you will see in the Angular related file templates in
the New menu. e.g. go to File --> New, you will see serval Angular related file templates.

4.3 Install Lombok Plugin

Lombok is a framework that generates boilerplate code in an annotation-driven fashion and it has been
utilized in several C2S services. The projects will successfully build if the Lombok is on classpath (as a
Maven dependency), however one needs to also install a plugin to IDE to prevent IDE based errors.

For Intellij Plugin Installation:
1. Go to: File > Settings > Plugins
2. Search for “Lombok” to see if it is already installed or not
3. Ifitis already installed, no additional steps are required. If it is not installed, click “Search in
repositories” link.
4. Select “Lombok Plugin” and click “Install” button. Potentially, you might need to restart the IDE
after installation.

5. See https://projectlombok.org/ for details including documentation and support for other IDEs.

4.4 Open Multiple Projects in the Same Window

If your system include multiple projects, it is very convenient to open these projects in the same window
for easy development.

There are several ways to do so. You can randomly open one project, which is treated as a host project,
and add other projects as modules for this host project. Alternatively, you can create an empty project
as a host project to host other projects as modules. The latter method is better.

For our project, we assume that the following folder structure is used:

x| 4y )| Seorchicdi D

Kol | * Computer b Sysiem (C) b iniell workspaces b cls-ves b

Inciude in libracy = -~ Share with = New foéder
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4.4.1 Create an Empty Project to House Other Projects as Modules

1.

2.
3.
4

o w

10.

11.

12.

In your C:\ drive, create a new folder: intellij-workspaces
Inside this folder, create another empty folder: c2s-ws

Open IntelliJ
From Welcome Screen click “Create New Project” or File > New Project to Open New Project
dialog.

In the left-hand pane, select Empty Project, then click Next button.
Give the name of the project something like mysystem-intellij-projects, then click Finish button
to open Project Structure dialog.
In your intellij-workspaces folder, at the SAME level as the c2s-ws folder,
clone ~/subrepo-management using the SSH option from github.
Double click on the main.bat script in the intellij-workspaces\subrepo-management folder.
*NOTE:
0 The main.bat script is customizable, see the GitHub page for instructions
0 When it prompts you for “Select the operating system type on this computer:”, make
your selection.
0 Next, select “Clone” or “Pull latest from GitHub...” operation. Select “Clone” option if
you’re setting up the project for the very first time.
0 When it prompts you to use HTTPS or SSH, make your selection.
0 It will give you a list of projects to download. Select the ones you need and then hit 0 on
your keyboard to finish.
0 This will clone all the selected projects into the intellij-workspaces\c2s-ws folder you
created earlier.
Now you have to manually import all of the projects we just pulled using: File -> New -> Module
from Existing Sources.
When using the Import Module, make sure that you select the right folder that contains project
related files like pom.xml, build.gradle and so on. The module project may not contain project
related files other than source code. If so, select the folder that contains all the source code.
Once a folder is selected and click OK button to open Import Module dialog, choose CORRECT
option here based on the module project folder that you selected.
In the following sub-sections, we will show several examples to import modules.

There are several ways to manage project modules:

1.

You can use File = Project Structure... to open Project Structure dialog to manage project
Modules.

If the project is Maven project, you can use View = Tools Windows = Maven Projects to open
Maven Projects tool windows to add Maven Projects as Modules.

File > New = Module ... to add new project Module from scratch.

File > New = Module from Existing Sources... to add new project Module from existing
sources.

4.4.2 Import admin-portal-ui Server Maven Project
Use File 2 New = Module from Existing Sources... to open “Select File or Directory to Import” dialog:
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[ Select File or Directory toImport . & & . ‘ ‘ _‘_. — - — u

Select Intellij IDEA module file (*iml),

directory with existing sources,

Eclipse project (.project) or classpath (.classpath) file,
Maven project file (pom.xml),

Bnd/Bndtools project (project/bnd.bnd),

Flash Builder project file (.project, *.fxp, *fxpl),
Gradle build script (*.gradle).

AEGE BX O Hide path
| C\intellij-workspaces\c2s-ws\admin-portal-ui\server ﬁ
v By
> Cintel |
v [ intellij-workspaces
v C1c2s-ws
v [21 admin-portal-ui |
» [ build-scripts l
» [ dlient |
» [ docs
» B3 .mvn
L =
» [ target

[‘; admin-portal-ui-server.iml
E; admin-portal-ui.iml

[l mvnw

E mvnw.cmd

o

& pomxmil

Drag 2nd drop a file into the space above to quickly locate it in the tree

o« I

Locate admin-portal-ui server folder in the dialog, click OK to open the Import Module dialog.

[ Import Module l 22 ]

() Create module from gxisting sources

© Import module from external model

- -

&= Eclipse

& Flash Builder
G,‘ Gradle
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Since the admin-portal-ui server is a Maven project, in the dialog, select “Import module from external
model”, then select Maven and click Next. Review settings in the following steps, click the Next buttons,
and finally, click the Finish button to finish the dialog.

4.4.3 Import admin-portal-ui Client Project
Use File > New = Module from Existing Sources... to open “Select File or Directory to Import” dialog:
S
B Select File or Directory to Import . |

Select Intellij IDEA module file (*.iml],

directory with existing sources,

Eclipse project (.project) or classpath (.classpath] file,
Mawven project file (porm.xml),

Bnd/Bndtools project (project/bnd.bnd],

Flash Builder project file (.project, *.fxp, *.fxpl),
Gradle build script (*.gradle).

Ao T X O = Hide path

‘ Chintellij-workspacesimhc-ws\admin-portal-uiiclient =l

3 admin-portal-ui

[ .idea

[ build-scripts

[ client
Ol app
[ assets
[ karma
[ less
B protractor
IEN bowerrc
J5 .jshintrc
IEI bowerjson
[ build.config.js
[ gruntfile.js
8] index.html
s package.json

Drag and drop 2 file into the space above to quickly locate it in the tree
“oc JEEine

Locate admin-portal-ui client folder in the dialog, click OK to open “Import Module” dialog.
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Import Module l 22

© Create module from existing sources
() Import module from external model

& Eclipse
Bl Flash Builder
(& Gradle

Since there are no project-related files for this client project, select “Create module from existing

sources,” click the Next button, review the settings, and then click the Finish button.

Locate the newly added module in Project tool window:

3 dlient

m EY Pa-:lcagi:5| ﬂhu-ject Files | ¥ 0 = | B I+
g v [Gdient Chintellij-workspaces\mhc-ws\admin-portal-uilclient

S > Clapp

‘| b [ assets

= P [ karma

-§ b [ less

= » [ protractor

I 0 bowerrc

h's

J5 jshintre

ssoi bower.json
[ build.config.js
[; client.iml

E- gruntfile.js

6] index.html

JEI package.json

Right click to open context menu and select Open Module Settings to open this Module’s settings dialog
(Project Structure dialog). In the right-hand pane, change the name from client to admin-portal-ui-client

and then click OK button to close the dialog.
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*Note: when you import pp-ui client, you need rename the name of the module as well. Rename the
module name for this project to patient-portal-ui-client.

*Note: For our project, the following structure is showed in IntelliJ, when projects served as modules are
hosted by the project like c2s-intellij-projects.

1] consentZ2share-project - [CAintellij-workspaces\c2s-ws\consent2share-project] - [cloudfoundry-identity-p

File Edit View MNavigate Code Analyze Refactor Build Run Tools VCS Window Help

DO ¢4 XEMA QK <+ > ¥ «@rrunpplicationQB -~ | P ¥ ¥

client [admin-portal-ui-client] C\intellij-workspaces\c2s-ws\admin-portal-ui\client

3 client [pp-ui-client] Clintellij-workspaces\c2s-ws\patient-portal-ui\client

["3 common-libraries (\inte J-workspaces\cZ2s-ws\commaon-libraries\common-libraries
["3 context-handler C:inte ij-workspaces\c2s-ws\context-handler\context-handler
E]discovery-senrer Chintellij-workspaces\c2s-ws\discovery-server\discovery-server

[*3 document-validator C:\inte ij-workspaces\c2s-ws\document-validator\document-validator

CI I Structure

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥Y ¥Y ¥y ¥Y ¥y vy v vy vy vy

[C3dss Chinte |j-workspaces\c2s-wshdss-apihdss

| edge-server C)\intellij-workspaces\cZ2s-ws\edge-server\edge-server

[C3 iexhub Ci\inte I]-workspacesic2s-ws\iexhub-fork\iexhub

| patient-user C)intellij-workspaces\cZs-ws\patient-user-api\patient-user

o | pem CAintellij-workspaces\cZs-ws\pcm-api\pcm

| pep Chintellij-workspaces\c2s-ws\pep-api\pep

o | phr Ch\intellij-workspaces\c2s-ws\phr-api\phr

| pls Ch\intellij-workspaces\c2s-ws\pls-api\pls

o | registration [patient-registration] C)\intellj-workspaces\cZs-ws\registration-api\registration
3 server [admin-portal-ui] C\intellij-workspaces\c2s-ws\admin-portal-ui\server
3 server [pp-ui]l Chintellij-workspaces\c2s-ws\patient-portal-ui\server

3 tryPolicy [try-policy] Ciintellij-workspaces\c2s-ws\try-policy-api\tryPolicy
3 uaa [cloudfoundry-identity-parent] C)\intellij-workspaces\cZs-ws\uaa

1111 External Libraries
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4.4.4 Add Unregistered Roots for New Modules Under Git Source Control

] Settings %
(Q ) Version Control = For current project
Appearance 8 Behavior Directory VCs -+
Keymap Chintellij-workspaces\mhc-wsh\admin-portal-ui Git .
Editor Chintellij-workspaces\mhc-ws\commaon-libraries Git ’
Plugins Chintellij-workspaces\mhc-wshdiscovery-server Git
Chintellij-workspacesimho-ws\document-validator Git
Build, Execution, Deployment Cihintellij-workspaces\mhc-ws\dss-api Git
Languages & Frameworks Cihintellij-workspaces\mhc-ws\mhc-intellij-projects Git
s Chintellij-workspacesimho-wshmhc-runner Git
Other Settings Cihintellij-workspaces\mhc-ws'patient-portal-ui Git
Chintellij-workspaces\mhc-wshtry-policy-api Git

Unregistered roots:

Cintellij-workspaces\mhc-ws\edge-server

<Project> - Content roots of all modules, all immediate descendants of project base directory, and .idea
directory contents

Limit history to: 1,000 Brows
[ Show directories with changed descendants

|:| Store on shelf base revision texts for files under DVCS
File texts bigger than 500K are not stored

[] Show changed in last 31 days
[] Filter Update Project information by scope [ﬂ Manage Scopes

[] Commit message right margin (columns): 72 |_| Wrap when typing reaches right margin

Select the folder path under Unregistered roots and then click +.

Once the roots are registered, IntelliJ IDEA then can be used to manage these Git repositories.

4.5 Run/Debug Source Code the Traditional Way
*Note: Since the Intellij Community version does not support Sprint Boot and Tomcat server integration,
this section only works for the Intellij Ultimate version.

When you import Spring Boot project, a Run/Debug configuration is automatically generated.

For UAA, PLS, Document Validator and IExHub project, you need configure Run/Debug configuration to
use Tomcat Server.

*Note: Only import IExHub as a Maven project. Don’t import SysLog4j. Also IExHub by default runs in
test mode. So you have TestMode=true in the IExHub properties file. To run in non-test mode, you
have to set TestMode to false and configure IExHub accordingly.
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4.5.1 Run/Debug Configuration with Tomcat
Click Run > Edit Configurations... to pen Run/Debug Configurations dialog.

Click +, Select Tomcat Server then Local:

1J 1 N
Run/Debug Configurations — .

+ -D¥+ 3D

| Add New Configuration Press the+ button to create a new Tomcat Server Run Configuration based on default settings

K Kotlin
E Kotlin (JavaScript - experimental) ca
K Kotlin script
& Maven
@ Mocha
PP Multirun
@ Nodejs
@ MNodejs Remote Debug
@ Nodeunit
] npm
@ Nwjs
@ Remote
@ Spring Boot
£ Spy-is
I ﬁ Spy-js for Nodejs
NG TestNG
ﬁlf' TestNG Test Discovery .
-¥ Tomcat Server Add New 'Tomcat Server' Configuration
% xsLT

<¥ Local
29 items more (irrelevant)... & Remote

Click the OK button.
Here is an example configuration to run/debug UAA & PLS & Document Validator & IExHub:

NOTE: If using HTTPS, set up HTTPS port as 8443.
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[H Fun/Debug Contrgurations

+-0%rsoll
v b Multin
PR MHC Mutivun
5 Sprieg Boot
v Tomcat Server
Auas
AL B PLE
REUAL & PLS & Document Validstor

TSR] Depluyment | Logs | Code Coverage | SeantupiConnection |
Application garver: | TomeatB0I7
Open browser

[ Atterbounch | @ Defaut B

* B Detais

M eptions:
On'Update' actions | Restarsserver |l [ Show shalog
Gnframe descivation: |Consthing [
IRE: | Oclimlt (180 77 - proyect S0
Temut Sarves Settings
HITP por: | 080
HITPs port:
)
AP port

Busild Artifacts 41
o i i 2
A5 Make
B, Buitd & anitacts.

[_) Show this page [l Activate tool window

[] mith farvaScript debaagger

IR IR

] Reploy appicaticen configured in Tomes mtance

[} Preserve sevsons across resterts and redeploys

o< IS [her |
Run/Debug Configurations u

+-H¥+ 0L
»F Multirun

QSpringBout

A Tomcat Server

ALUAA & PLS & Doc-Validator & IExHub

MName: | UAA & PLS & Doc-Validator & IExHub

| () share

Server Deployment | Lugsl Code Coveragel Startup/Connection ‘

Deploy at the server startup

|§| cloudfoundry-identity-uaa-3.4.1-01L.war + S -
o o l Application context: &7
ALUAA Only 3% pls-web:war exploded
% Defaults 2 document-validator-ccda-rLwar exploded
:s% document-validator-ccda-r2:war exploded +
b:war exploded ¥
rd
i
I
(|
i
~ Before launch: Make, Build Artifacts (4), Activate tool window
+ -7t 3
Hi Make
2 Build 4 artifacts
D Show this page Activate tool window
B () (o] (]
L —

Please note that in the deployment tab:

1. You can Deploy War or Exploded War. Exploded War may have some advantages for quick
deployment upon file changes.

2. For the Application context:
uaa: /uaa
pls: /pls
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document-validator: There are two artifacts, set them as: /documentValidator/r2 and
/documentValidator/r1
lexhub: /iexhub
3. Append the following configuration to the file of “catalina.properties” under the directory of
tomcat. For instant, C:\java\apache-tomcat-8.0.27\conf
C2S_KEY=9HPcr8z634
C2S_PROPS=C:\\intellij-workspaces\\c2s-ws
AUTO_SCAN=true
SCAN_PERIOD=30 seconds
UAA_CONFIG_PATH=C:\\intellij-workspaces\\c2s-ws\\uaa\\config-template
Note: the path of above configuration is based on your directory.

4.5.1.1 UAA Configuration for SMTP Email Server
To configure SMTP email server for UAA, add the following key-value pair in the
“catalina.properties” files in Tomcat:
UAA_SMTP_HOST=smtp.gmail.com
UAA_SMTP_PORT=587
UAA_SMTP_USER=consent2share@gmail.com
UAA_SMTP_PASSWORD=mOvyVUUgfR5u

4.5.2 Use Multirun Plugin to Run C2S
1. Multirun Plugin allows you to run multiple run configurations at once: group multiple run
configurations and start them in a single click. Not only can application and test run
configurations be grouped, but other Multirun configurations can be organized into single run
configuration.
2. Install the Multirun Plugin:
0 From Welcome screen - Configure - Settings, open Default Settings, Plugins
0 Or from Welcome screen = Configure = Plugins, open Plugins Dialogue
File = Settings. In the left-hand pane, select Plugins to install Multirun plugin
3. Use cases:
0 Start batch of tests for multiple modules or applications
0 Start multiple applications, like multiple servers or backend + web application
4. Usage:
O Run -> Edit Configurations...
0 Find and add a new Multirun configuration, such as Run All C2S
0 You may add other run configurations to the Multirun configuration
0 Pick options you like

Here is an example a Run/Debug Configurations for C2S:
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B Run/Debug Configurations ﬂ

+ — D% + ¥+ 02 Name: |AIIC2S ‘ ["] Share [J Single instance only

N PP Multirun Choose configurations to run:
AllC2S
-1 3
&7 Spring Boot
A% Tomcat Server
"?‘ Defaults

l& Run 'DiscoveryServerApplication’

ﬁ Run 'EdgeServerApplication’

ﬁ Run '‘AdminUIApplication-QB’

% Run 'PPUIApplication-QB’

ﬁ Run 'ContextHandlerApplication’

ﬁ Run 'PatientConsentManagementApplication’
&% Run 'DssApplication’

&% Run 'PepApplication’

Start configurations one by one with delay E s
Mark the tab of failed configuration
[J Close tab of successfully completed configuration (and leave only tabs of failed configurations)

f D Re-use tab to run configuration (except the tab of failed configurations)

f ¥ Before launch: Activate tool window

l + -7 1+ 3

D Show this page Activate tool window

m [ Cancel | [ Apply

|[ Help |

4.5.2.1 Run PCM and Patient User API with SMTP Email Server Configuration in Program Argument
If you have not setup SMTP email server configuration as explained in section 1.12, you can pass these
configuration as program argument in Intellij as below.
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4.5.3 Develop C2S Portal Ul Projects

When you work on Spring Boot Ul project, in order to quick build and run by using Grunt build or watch,

you need configure Run/Debug configuration as following:

1. Use case one: Quick to Build and Run Ul Project

Use grunt watch or dev/qa build + spring boot run. You can use grunt watch or run grunt dev/qa
build whenever you make changes in Ul project and then restart related sprint boot run

Usage:

O Run -> Edit Configurations...
Find and edit PPUIApplication configuration
Navigate to ‘Before launch’ configuration
Add Run Maven Goal configuration
Add compile -PskipGrunt in Command line

© 0 o0 O

Note: You must make sure the working directory point to related Ul maven server

project

Here is an example a Run/Debug Configurations for C2S:

— _— T e e — =5

B Run/Debug Configurations

5

e

PP Al C2S

+ - %+ 3+ 02 Name: | PPUIApplication-Quick Run ) () share [] Single instance only
> i _ .
W Multirun tion Code Coverage‘ Logs|

&7 Spring Boot Main class: | gov.samhsa.c2s.ppui.PPUIApplication

@Patlent(onsentMamagementApleca VM options: |

B

& AdminUIApplication-FB

@AdminUIApplication—QB Program arguments:

=)

@ComtenHandlerAppli[ation

@DiscoveryServerApplication

BE

|
Working directory: |
|

@DssApplication Environment variables:
) EdgeServerApplication
@PepApplication Use classpath of module: [ 3 pp-ui

@PhrAppllcatlon JRE: I Default (1.8 - SDK of 'pp-ui’ module)

@Pa‘[ientUserApiAppIication

@PPUL&\plecatlon—FB Spring Boot Settings

" @7 PPUIApplication-Quick Run
L @PatientRegistrationAppIication [J Enable debug output [J Hide Banner
) @TryPollcyAppll[atlon Active Profiles: |
| % Tomcat Server
M CJ‘ Defaults Override parameters
Enabled \ MName Value +
lo neters "
~ Before launch: M
+ — 72 1 3
T Run Maven Goal 'ppui: compile -PskipGrunt'
1 Maké
[l [ Show this page Activate tool window
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B Select Maven Goal - - ﬁ

"_C:.Elntellij-wc:rkspacesfc2s-wsfpatient-m ‘ |E

h 1

compile -PskipGrunt / ‘
| o JEE=

2. Use case two: Full Build and Run Ul Project
For a Spring Boot Ul project, a Run/Debug configuration is automatically generated, but it does
not pick up client resources.
Usage:
0 Run -> Edit Configurations...
Find and edit PPUIApplication configuration
Navigate to ‘Before launch’ configuration
Add Run Maven Goal configuration
Add clean install in Command line
Note: You must make sure the working directory point to related Ul maven server
project

Working directo

Command line

O O OO

Here is an example a Run/Debug Configurations for C2S:

| M Run/Debug Configurations
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Command lite

Cance

Note: Perform the same steps for admin-portal-ui

***Final Remark:

1. Build common-libraries first. Several projects in C2S have common-libraries as their
dependencies. In order to build these projects successfully, go to common-libraries repository’s releases
page, download the corresponding releases source code, and build and deploy the artifacts in your local
Maven directory or in your own Maven repository.

2. The MDHT dependencies (org.mdht.dependencies:org) is required by the module of document-
validator, but MDHT cannot be found in Maven central repository. It can be downloaded from
Consent2Share document-validator repository’s releases page or build from the source code at
https://github.com/siteadmin/referenceccdavalidator. After get the artifacts, deploy the artifacts in
your local Maven directory or in your own maven repository.

4.6 Configure and Deploy Logback

1. Clone the repo: https://github.com/FEISystems/logback-audit to where your C2S_PROPS
variable in your catalina.properties point to

2. Create a database called "audit’

3. Run this script after selecting this schema: https://github.com/FEISystems/logback-
audit/blob/master/audit-db/audit tables-2014-04-077102006.sql

4. Add these variables in the catalina.properties:

a. audit.datasource.url=jdbc:mysqgl://localhost:3306/audit?autoReconnect=true
b. audit.datasource.username=root

c. audit.datasource.password=admin

d. audit.listen.port=9630

5. To build the war:

a. Navigate to the root of the cloned project in the terminal and run the following
commands:
For Windows
mvnw.cmd clean install & cd audit-server-generator\logback-audit-server
& ..\..\mvnw.cmd clean install & cd ..\..
For *nix systems
mvnw clean install; cd audit-server-generator/logback-audit-server/;
../../mvhw clean install; cd ../..

6. Deploy the logback-audit-server war (located in /path/to/ logback-audit/audit-server-
generator/logback-audit-server/target/ logback-audit-server-0.6.1-SNAPSHOT.war) to Tomcat in
Intellij as external war and run it. Choose any contextpath. To deploy in Tomcat see section
4.5.1. To verify that it is running, check that the logs are being generated in
/java/C2S_LOGS/logback-audit.
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4.7 Deploy and Configure Guvnor

1. Clone the Guvnor repository from GitHub to your local machine.

2. Open Intelli) and deploy Guvnor war (located in the root of the repository you just cloned) in
Tomcat in Intellij as in section 4.5.1. Set the context path to guvnor.

i perm ) Dl gre | C2 i | 05 reonrces | 8 agpplicationymd Li poiivmdcl b 8 2 B P A2 D 8 Q
| S T o ot | & g L= Ta
I’ =L 1 —— 14
| » ke +=0%+r+nl Hame | enun-p. g0 astatoraa [ e ,,E
* Bljme | K Karma : >
| e SEroie server IORRIBFRRAR] s | Cose Conerage | seaiCranecen -
E; » B wctity ¥ clnnackend Dhploy 3t 1he Bere statp. B
EJ etriation ¥ clr-trorend B wonbwnac exploded + =
Z * Elilbumessagen F¥austom-ani B ument i anee- a1 mnioed b ‘ -
B META N * 8 Speing Baot 8, document-eslidstor-code-rEwar expicded o 1
B neracdiedsll A Tomemserssr Il chouttoundry-identity4sa-3.4 Luar +
B semplices I | + —E
e T ' . dud ©
& oot * § Defasits 1] toghack-sust-tar-L.63-SAPTHO Lwar
* Dl o
B3 sarget &P F
& =
B mvowcmd toat dosman g
[ pomuimi gl
M pomend =
¥
m
i
[ e B g
-t
B Mo
!I 3 [ 2uba 2 amtacrs
‘| LINFD) Building jar:
| (awre) [ Snow shis page B Activete ool wndow:
| (THRO) === wpring-meat
| [ETL ) —
[ e ——— N ) ] )
o tImrol Tastalling o L] \peam. 18,
*f gae
Temee  Emsimsree  Bovewscomn @y Wiennd B0 Gipeton em Broring
I Compilasion completed soscesshly with § wamings n 115 933 ocay §:55 AM) 1026 CPIEE UTE8: Grdev: b 8 8

3. Start Tomcat and make sure that Guvnor is deployed and running properly.
4. Open a browser and navigate to the Guvnor Ul in http://localhost:8080/guvnor

When ask to install sample repository click on “No Thanks” button in the dialog.

5. Toimport the rules, go to the bottom of the left navigation panel, click on Administration and
then Import Export and Choose File button to select the repository_export.xml in the root of
the cloned repository in 1) above.
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e C ¥ | @ localhost:8080/guvnor/org.drools.guvnor.Guvnor/Guvnor jsp?#Ma

e MANAC

* 90 RE oW

[ bootint @ bhitsDevelopment Bhits angular bhits local bhits remote Angularz - Unanet »

Apps [ 8HITS Partiolio Tearn [ <25 @08 C25 | Patient 60§ Admin ) Github - F&i

Other bookmarks

 Browse Find  Import Export
“HKnowledge Bases =~ e
o Qu
“Package snapshots
Administration [ Gnoose File |repository_exportmi Imgort |
= Category
% staws \Export]
B Archive
@ Event Log

& User permission
1l import Export
' Repository Configuration

@ Anour

6. Click on import. This will import the repository and the system will show you a dialog as below
when successful.

Ll C O | © localhost
apps [ &

5 Py

e o

locathost:B080 says:

Fules repositony imponed successfully. Browser will now refresh 1o show
the new consent

© Browse Find  Impost Expont Frevent this page from creasing addstional distogs.
HiKnowlodge Bases = ImposExpart
Yaa (}g oK
S Package snapshots

Administration Choasa File | tepotitary_expon s =

Category

T suaas Expod

& aschive

D Event Log

& User penmission

1l impoat Expont

® Repashiory Configuration
@ Ao importing reposiicry, please wait.
as this could 1ake some time...

7. At the bottom of the left navigation, if you click on QA, Test Scenarios in packages and then
AnnotationRules to the screen below where you can see all the rules.

QO | O kecalostB0E0 guvnoriang drox norGuvnor sp e TestScenariolistPlaceeel 247 24- bele -4 209-b424- 35fech 31ecl
Bl s

Hpps (] BHITS Partfolic Tea CIs|P

Scenarias for packagesAnnatationRules

Yan Fun & scenanos
& [ Test Scenados in packages
B anncaationRules Redresh list | Open selected | Open selected to sngle tab | Archive selected | [T
8% anatysis Foaman Valid Mame Status Last mocdified Open
8 pnactasionfutes 3 v ETH Sensitive Category Tes! Draf 2016 Oct 20 15:14:58 Open
& v GDIS Sensitive Category Test Dualt 2018 Oct 20 15:16:49 Open
v e HIV Sensitive Category Test Draft 2016 Oct 20 15:19:53 Open
£ v PSY Sensitive Categary Test Draft 2016 Ot 20 15:20:21 Open
"4 pe S0V Sensitve Category Test Drah 2016 Oct 20 15:20:49 Dpen
& v SEX Sensitive Category Test Draht 2018 Oe1 20 15:21:47 Cpen
+ v SICKLE Senshive Gategory Test Draft 2018 Oct 20 15:22:33 Cpen
o » STD Sensitive Category Test Dirafy 2016 Oct 20 15:21:43 Open
&1 v TBOO Sensitive Category Test Draft 2016 Oct 20 15:23:04 Open

H 4 1-Bal3 b e W
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8. You can test the rules by clicking on the Run all Scenarios. You will see that all the tests will pass
as shown below.

» Browse Find Analysis for AnntationFules
i Knowledge Hases Scenarios for package:AnnatationRules
o
& I Test Scenadios in packages
B pnncrstionRules Crverall result: SUCCESS

e e o
B Aciiotatonrtuies Rules covered: 100% of the rubes were tested.
Unicovered niles: +
o fakres oot of 2 Opan

0 fadewes ot of 2. Opan
0 fadewres ot of 2. Opan

ETH Sensitive Category Test:
GOHS Sensite Category Tost
HIV Sensitve Category Test:
0 faikres our of 2 Opan |

I——

 E— s

[ E—, |

st senstn corcoy Tes [
5o Sermtne Conegory Test: | R -+ o of 2 Opar |
58X Senstwe Category Test: | R (x4:s+ ot of 2 Open |
s1618 Senstne Category Test: [ © 4.5+ - < @ Opsn
570 Sensawve Cateory Test: [ N (5= >« o 2 Oven
1800 Sensitne Category Test: | N = o« o 2 Open |
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Chapter 5 Development Environment Setup the Docker Way

5.1 Introduction

5.1.1 Major Docker Components
Understanding the following concepts and their roles is very important when using the Docker
ecosystem:

e Docker Engine (Docker Runtime, Docker Daemon) — Shipping Yard
e Images (Templates, Recipes) — Shipping Manifests (Build Time)

e Containers — (Run Time)

e Index, Registries and Repositories

5.1.2 Tools Installed on Local Development Machine (Windows/OS X)
When installing Docker on a local development machine for Windows/OS X, tools are installed in two
environments:

a) Windows/OS X environment which serves as the Virtual Machine Host.
docker-machine command, docker command, docker-compose command, Kitematic GUI, and
Docker QuickStart shell are installed in this environment.
e docker-machine command is the CLI to create and manage virtual machines running
docker, such as creating VM (with Docker Daemon installed), setting active VM, and etc.
e docker command is the Docker CLI client to connect to Docker Daemon as well as
Docker Registry to manage images and containers.
o docker-compose command is the CLI to define and run multi-container applications with
Docker.
e Kitematic is the GUI version of docker command line.

b) Boot2Docker lightweight Linux virtual machine, which serves as the Docker Host.
e Docker Daemon is installed in this environment.
e Images are pulled from Docker registry to the Docker host or built from Dockerfile to the
Docker host.
e Containers are in this host as well.
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5.2 Install Docker on Local Development Machine

5.2.1 Install Docker on Windows
5.2.1.1 Prerequisites

1. Install VirtualBox:

You can download VirtualBox binary package from https://www.virtualbox.org/wiki/Downloads
for Windows hosts (x86/amd64). Follow instructions to install VirtualBox.

2. Install Git for Windows:

We are using Git 1.x not 2.x for Windows. It should already be installed on developers’ Windows

machine.

5.2.1.2 Install Docker ToolBox

1. Go to the Docker Toolbox page (https://www.docker.com/products/docker-toolbox).

2. Download the installer for Windows.
3. Runthe installer and follow the instructions. Make sure you make the following changes to the

default options in the installation wizard.

4. Inthe dialog of Select Components, uncheck VirtualBox and Git for Windows.

E Setup - Docker Toolbox

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

[Custcm installation

-

Docker Client for Windows
Docker Machine for Windows
Docker Compose for Windows
[ virtualBox
Kitematic for Windows (Alpha)
[T Git for Windows

24.3MB
4.9 MB
5.9 MB
1.3 MB
137.3MB
29.3MB

Current selection requires at least 233.4 MB of disk space.

[ < Back ][ Mext = ][ Cancel

)

L

A

5. After finishing the installation, since we did not check Git for Windows, you need fix the path to
Git for Windows in the Docker Quickstart Terminal. Right click Docker Quickstart Terminal, click

Properties in the context menu and open the dialog.
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falF Docker Quickstart Terminal 3/8/2016 11:32 PM  Shortcut 2 KB

[F) Kitematic (Alpha) 3/8/2016 11:32 PM  Shortcut 1 KB
@ Docker Quickstart Terminal Properties | 22 |

Securty I Details | Previous Versions

General | Shortout | Compatibility

@ Doclker Quickstart Terminal

Target type: Application

Target location: bin

Target: < "C:Program Files Git"bin“bash .exe ’ogin 4 "CN

Start in: "C:Program Files*Docker Toolbox™

Shortout ey None

Run: [Normalwindaw '-']

Comment:

| Open File Location | | Change lcon... | [ Advanced... |
Lok J[ Camce J[ ooty |

6. Change the path as shown in the following screenshot and then click OK to save and quit.

i 2 Docker Quickstart Terminal Properties | 2 .Ij
General Shorteut | Options | Fert | Layowt | Colos |
@ Docker Quickstart Teminal
Target type: Application
Target location: bin
Target: ‘ "C - Program Files 860Gt bhintbash exe™ ;in -

Start in: " wProgram Files™.Docker Toolbox"
Shortcut lkey: Mone
Run: [ Momal window - ]
Comment:
[ oK ] [ cancet | [  Aeply |
e w,
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7. Next, double-click the Docker Quickstart Terminal shortcut to open the terminal. It may not run
correctly and you may get the following screen:

Docker Quickstart Terminal =

Welcome to Git <{version 1.9.5-previewZBi41217>

Run ‘git help git' to display the help index.

Run ‘git help <command>’ to display help for specific commands.

Starting “default...

(default) Check network to re—create if needed...

(default) Waiting for an IP.._.

Machine "default" was started.

Maiting for S8H to be available...

Detecting the provisioner...

Started machines may have new IP addresses. You may need to re—run the “docker—machine env’ command.
iC-“Program Files“Docker Toolhoxstart.gsh: line 37: pes: command not found
Regenerate TLS machine certs? Warning: this is irreversihle. <ys/n>: EOF
Looks like something went wrong... Press any key to continue...

Don't worry, just close this window and run Docker Quickstart Terminal shortcut again. You will
bet the following:

MINGW32:/c/Users/tac.lin o B X

/Il
s £ eanonies eanen e
. o
“ ~
A ™
iz configured to use the machine with IP
For help getting started,. check out the docs at https: sdocs.docker.com

Welcome to Git Cversion 1.9.5-preview2@l4121%7>

RBun ‘git help git’ to display the help index.
RBun 'git help <commandX*’ to display help for specific commands.

8. To verify the installation, type the following commands in the Docker Quick Start Terminal (you
should see the output shown in the screenshot below for each command):
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MINGW32:/c/Users/tao.lin = | = 2

¢ docker—machine ——version
docker—machine .exe version B.6.8. build e27fhi7

¢ docker —wersion
Docker version 1.18.1, build ?e83765

¢ docker—compose —wversion

docker—compose version 1.6_.8, build cdb%28a

¢ docker—machine ls
ACTIVE DRIVER STATE URL SWARM DOCKER
virtualbox Running tep:Ar172.168.99.188:23%6 vi.i@.1

9. Open the Oracle VM Virtual Box Manager. You should see that the Docker host named “default
is running as well.

10. You should also be able to run the command docker images to connect to the Docker daemon
running on the VM named “default.”

11. Keep the Docker host running and open the Window Batch Command Line. You should be able
to run all of the commands in the screenshot above (i.e. “docker-machine --version", “docker --
version", “docker-compose --version", “docker-machine Is”) without error.

However, if you run the command docker images, you will get the error in the below screenshot:

B8 C\WINDOWS\system32\cmd.exe = B X

Microzoft Windowsz [Uersion 6.1.76011 -
Copyright <c?» 28009 Microsoft Corporation. All rights reserved.

C:sUsersstao.lin>docker images
An error occurred trying to connect: Get http: 7127 .8.8.1:2375-v1.22/images-json
: dial tcp 127.8.8.1:2375%: connectex: Mo connection could he made because the ta

rget machine actively refused it.

C:wUsersstao.lin>

The reason for this error is because the Docker client doesn’t know the location of the Docker host. In
Section 5.3, we will discuss how to resolve this error.

If you want to know more details about installing Docker, please refer to the “Install Docker for
Windows” page here: https://docs.docker.com/windows/step one/.

5.2.2 Install Docker on Mac OS X
5.2.2.1 Prerequisites
Install VirtualBox:

You can directly download VirtualBox to install, or you can use Homebrew to install. Using the OS X
package manger Homebrew is the preferred way to install VirtualBox. If you do not have Homebrew
installed on your Mac, you can obtain it by following the instructions on the Homebrew website.
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To Install VirtualBox Using Homebrew:

First, reset the permissions of /usr/local and Homebrew's caches to the current user:

sudo chown -R SUSER:admin /usr/local /Library/Caches/Homebrew
Then use the following command to install VirtualBox:

brew cask install virtualbox

Install Git:

Git should be already installed on a developers’ Mac machine, so you should not have to install Git

yourself.

5.2.2.2 Install Docker ToolBox

1. Go tothe Docker Toolbox page (https://www.docker.com/products/docker-toolbox).

Download the installer for Mac OSX.

2
3. Runthe installer and follow the instructions to install.
4

To verify the installation, type the following commands on by one in the Docker Quick Start

Terminal:

Sdocker-machine —version
Sdocker --version
Sdocker-compose --version
Sdocker-machine Is

5. You should see the output shown in the screenshot below for each command:

shildebrandltl:~ taolin$ docker-machine —-version
docker-machine version ©.6.9, build e27fbB7
shildebrandltl:~ taolin$ docker —-version

Docker version 1.1@.2, build c3955b1
shildebrandltl:~ taolin$ docker-compose —-version
docker-compose version 1.6.9, build d99cadb
shildebrandltl:~ taoclin$ docker-machine 1ls

NAME ACTIVE DRIVER STATE URL

shildebrandltl:~ taoling ||

[ NN ] taolin — bash --login — 108x24
##
s HE B ==
HEOHE BE MR #F ===
s ——,
S S S
\ 0 _f
\ ) _f
LY /

docker is configured to use the default machine with IP 1892.16E.59.100
For help getting started, check out the docs at https://docs.docker.com

default = virtualbex  Running  tcp://192.168.99.180:2376

SWARM  DOCKER ERRORS
v1.108.3

6. Open Oracle VM Virtual Box Manager. You should see that the Docker host named “default” is

running as well.

7. You should also be able to run docker images command to connect to Docker daemon running on

the VM named default.

8. Keep the Docker host running and open the regular Terminal Command Line. You should be able

to run all of the commands in the screenshot above (i.e. “docker-machine --version", “docker --
version", “docker-compose --version", “docker-machine Is”) without error.
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However, if you run the command docker images, you will get the error as shown below.

] [ ] 3 taolin — -bash — 85x14

Last login: Fri Mar 11 89:28:44 on ttysBRB
shildebrandltl:~ taolin% docker-machine —-wversion
docker-machine version B.6.8, build e27fhB7
shildebrandltl:~ taolin% docker ——wersion

Docker wersion 1.16.2, build c3858bl
shildebrandltl:~ taolin% docker-machine 1s

MNAME ACTIVE DRIVER STATE LURL SWARM DOCKER
ERRORS
default = virtualbox Running tep: //192.168.580.100: 2376 v1.16.3

shildebrandltl:~ taolin% docker images
Cannot connect to the Docker daemon. Is the docker daemon running on this host?
shildebrandltl:~ taoling [

You can see that the Docker client doesn’t know the location of the Docker host. In Section 3, we will
discuss how to resolve this issue.

If you want to know more installation details, please refer to the Install Docker for Mac OSX page
(https://docs.docker.com/mac/step one/).

5.3 Configure Docker on Local Development Machine

5.3.1 Configure Docker on Windows

5.3.1.1 Make Docker Work in Batch Command Line
If you do not want to know the details, you can go directly to Section 5.3.1.2 to set up the environment
variables.

At the end of section 5.2.1, we know that there was an error when using Docker client in Windows Batch
command line: Docker client doesn’t know where the Docker host is.

1. We need to set a “DOCKER_HOST” environment variable. One way to do it is to use the
following command in the command line to set it up for just this command line session:
SET DOCKER_HOST=tcp://192.168.99.100:2376

2. The IP address is the Docker host virtual machine IP address that you get by using the following
command:
docker-machine Is

3. Try again to issue the docker images command to query Docker Daemon on Docker host. (Note:
make sure the Docker host is running first.)
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B8 CAWINDOWS\system32\cmd.exe = B8] X

Microsoft Windows [Version 6.1.76811]
Copyright <c> 288? Microsoft Corporation. All rights reserved.

C:sUsersstao.linXdocker images

An error occurred trying to connect: Get http:- -127.8.8.1:2375/vl1.22/images/json
: dial tep 127.8.8.1:2375%: connectex: Mo connection could be made because the ta
rget machine actively refused it.

C:\Usersstao.lin>SET DOCKER_HOST=tcp:-//192.168.99.188:2376

C:wUsersstao.lin>docker images

Get http:/-192.168.992.10808:2376/vl .22 /images/json: malformed HITP response '™acdbs
xA3 A1\ xBE\xB2\xB2" .

* fire you trying to connect to a TLS—enabled daemon without TLS?

C:xlUzersstao.lin

4. You will still get an error message, but now it is related to TLS. To fix it, you need to set up
another environment variable:
SET DOCKER_TLS_VERIFY=1

5. Now try the docker images command again. You will get another error message:

B C\WINDOWS\system32\cmd.exe = B

Ain error occurred trying to connect: Get http: /7127.8.8.1:2375-v1.22/images~Json|R
: dial tep 127.8.8.1:2375: connectex: MHo connection could be made hecause the ta
rget machine actively refused it.

C:s\lsersstao.lin>SET DOCKER_HOST=tcp:-/-192.168.97.180:2376

C:xUsers“tao.lin>docker images

Get http:r -192.168.99.188:2376-vl .22/images~json: malformed HTITP response '™x15%
B3N\ B1 kBB B2 B2 .

#* Are you trying to connect to a TLS-enahled daemon without TLS?

C:\Usersstao.lin>SET DOCKER_TLS_UERIFY=1

C:xUsers“tao.lin>docker images
Could not read CA certificate “"CivsUserssstao.linss.dockerssca.pem™: open Gixlsze
rswtao.lins.dockersca.pem: The system cannot find the file specified.

C:wUsersstao.lin>

6. Itlooks like we need to set up the certificate path. Docker Toolbox installation already provides
one. Use the following command to set it up:
SET DOCKER_CERT_PATH=%USERPROFILE%\.docker\machine\certs

7. Now try running the docker images command yet again. You should see the following:
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&8 C:\WINDOWS\system32\cmd.exe o B 3]

B3 acl1 B B2 B2
* Are you trying to connect to a TL8-enabled daemon without TLS?

GC:sUsersstao.lin»8ET DOCKER_TLS_UERIFY=1

C:sUsersstao.lindocker images

Could not read CA certificate "C:sNlUserssStao.linsMs.dockerssca.pem': open Cislse
rsntao.lins.dockersca.pem: The system cannot find the file specified.
C:wUzersstao.lin>8ET DOCKER_CERT _PATH=xUSERPROFILEx“.dockermachinecerts

C:sUzeprsitao.lin>docker images

SIZE
springio/gs—spring—hoot—docker latest 385%echh?3F73
66%.1 MB

hours ago .
i latest fd19524415dc
134.6 MB
latest 598dBdef 71

TAG IMAGE ID

8. Now, the Docker client can connect to the Docker Daemon running on the Docker host.

9. We needed to set up three Environment Variables to get Docker client and Docker Daemon
connected. In this section, we set these Environment Variables in the command line session, but
they will be gone after you close the command line.

10. We need a persisted location to save these Environment Variables.

5.3.1.2 Set User Environment Variables for Docker
In order to make the Docker client work everywhere in Windows, we can set up three User Environment
Variables:

1. Note that the IP address in the screenshot below for the “DOCKER_HOST” variable is the Docker
host virtual machine IP address that you get by using the command: docker-machine Is

'l N
Mew User Variable 28
Variable name; DOCKER_HOST
Variable value: top:f/192.168.99, 100: 2376
| oK | | Cancel
o &
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r
Mew User Vanable

Variable name:

DOCKER_CERT_PATH

Variable value:

%LUSERPROFILE%:, docker machine\certs|

o J o

e
Mew Uszer Variable

Variable name:

DOCKER_TLS_VERIFY

DOCKER_CERT_PATH

Variable value: 1|
Coc ) [
[ |
i N
Environment Vanables | 28 |
IUser variables for tao.lin
Variable Value it

C:Wsers\tao.lin', dudcer‘uﬂamine‘l.cerlj

DOCKER_HOST trp: /192, 168.99.100: 2375
DOCKER_TLS_VERIFY 1 -
4 | T | 3
New.. || Edit.. || Delete
System variables
Variable Value i
APACHE_HOME C:Vtools\apache\Apache 24 D
ChocolateyInstall  C:'\ProgramData‘chocolatey
CLOUD_FOUND.,.. C:\doud-foundryidi
ComSpec C:WINDOWS\system32\ond . exe 57
Mew... Edit. .. Delete
ok || cancel

2. Click the OK button to save these new variables.
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3.

Open Windows Batch command line and issue the docker images command. As long as the
Docker host is running, you should get a response from Docker Daemon.

5.3.2 Configure Docker on Mac OS X

5.3.2.1 Make Docker Work in Terminal Command Line
If you do not want to know the details, you can go directly to Section 5.3.2.2 to set up the environment

variables.
1. Atthe end of section 5.2.2.2, we know that there was an error when using Docker client in OSX
Terminal command line: Docker client doesn’t know where the Docker host is.
2. We need to set a DOCKER_HOST environment variable. One way to do it is to use the following
command in the command line to set it up for just this command line session:
export DOCKER_HOST=tcp://192.168.99.100:2376
3. The IP address is the Docker host virtual machine IP address that you get by using the following
command:
docker-machine Is
4. Try again to issue the docker images command to query Docker Daemon on Docker host. (Note:
make sure the Docker host is running first.)
[ NON ] & taolin — -bash — 103x13
docker-machine version 9.6.8, build e27fbB7
shildebrandltl:~ taolin$ docker --version
Docker version 1.18.2, build c3%59b1
shildebrandltl:~ taoclin$ docker-machine 1s
NAME ACTIVE  DRIVER STATE URL SWARM  DOCKER  ERRORS
default - virtualbox  Running  tcp://192.168.99.108:2376 v1.18.3
shildebrandltl:~ taolin$ docker images
Cannot connect to the Docker daemon. Is the docker daemon running on this host?
shildebrandltl:~ taolin$ export DOCKER_HOST=tcp://192.168.90.180:2376
shildebrandltl:~ taolin$ docker images
Get http://192.168.99.100:2376/v1.22/1images/json: malformed HTTP response "\x15Wx@3%x@B1ix00\x@2\x02".
* Are you trying to connect to a TLS-enabled daemon without TLS?
shildebrandltl:~ taoling [
5. You will still get an error message, but now it is related to TLS. To fix it, you need to set up
another environment variable:
export DOCKER_TLS_VERIFY=1
6. Now try the docker images command again. You will get another error message:

[ NoN ) 73 taolin — -bash — 109x13
NAME ACTIVE  DRIVER STATE URL SWARM  DOCKER ERRORS
default - virtualbox  Running  tecp://192.168.00.100:2376 vl.18.3

shildebrandltl:~ taolin$ docker images

Cannot connect to the Docker daemon. Is the docker daemon running on this host?

shildebrandltl:~ taolin$ export DOCKER_HOST=tcp://192.168.99.100:2376

shildebrandltl:~ taolin$ docker images

Get http://192.168.99.100:2376/v1.22/images/json: malformed HTTP response "Wx15%x@3\x01\x00\x@2%x02".

% Are you trying to connect te a TLS-enabled daemon without TLS?

shildebrandltl:~ taolin$ export DOCKER_TLS_VERIFY=1

shildebrandltl:~ taolin$ docker images

Could not read CA certificate "/Users/taolin/.docker/ca.pem": open fUsers/taolin/.docker/fca.pem: no such file
or directory

shildebrandltl:~ taoling [
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7. ltlooks like we need to set up the certificate path. Docker Toolbox installation already provides
one. Use the following command to set it up:
export DOCKER_CERT_PATH=SHOME/.docker/machine/certs

8. Now try running the docker images command yet again. You should see the following:

[ JON ) 73} taolin — -bash — 113x20

Last login: Fri Mar 11 11:89:27 on ttys@ee

shildebrandltl:~ taolin$ docker-machine 1s

NAME ACTIVE  DRIVER STATE URL SWARM  DOCKER ERRORS
| default = virtualbox Running top://192.168.599.100:2376 v1.10.3
shildebrandltl:~ taolin$ docker images

Cannot connect to the Docker daemon. Is the docker daemon running on this host?

shildebrandltl:~ taolin$ export DOCKER_HOST=tcp://192.168.59.1808:2376

shildebrandltl:~ taolin$ docker images
Get http://192.168.99.100:2376/v1.22/images/json: malformed HTTP response "\x15%x@3\x81\x08'\x02\x82".
* Are you trying to connect to a TLS-enabled daemon without TLS?

shildebrandltl:~ taolin$ export DOCKER_TLS_VERIFY=1

shildebrandltl:~ taolin$ docker images

Could not read CA certificate "/Users/taolin/.docker/ca.pem": open /fUsers/taclin/.docker/ca.pem: no such file or
directory

shildebrandltl:~ taolin$ export DOCKER_CERT_PATH=$HOME/.docker/machine/certs
shildebrandltl:~ taolin$ docker images
| REPOSITORY TAG IMAGE ID CREATED SIZE
- hello-world latest 600ed74deddf 4 months ago o060 B
| shildebrandltl:~ taoling I

—

9. Now the Docker client can connect to the Docker Daemon running on the Docker host.

10. We needed to set up three Environment Variables to get Docker client and Docker Daemon
connected. In this section, we set these Environment Variables in the command line session, but
they will be gone after you close the command line.

11. We need a persisted location to save these Environment Variables.

5.3.2.2 Set User Environment Variables for Docker

In order to make the Docker client work in Terminal in OS X, we can set up three User Environment
Variables (note that the IP address for the “DOCKER_HOST” variable is the Docker host virtual machine
IP address that you get by using the command: docker-machine Is):

1. Open the ~/.bash_profile file (or create a new one if it doesn’t already exist).

T T T T

o [ ] ¢3 taolin — -bash — B3x8

Last logim: Fri Mar 11 11:37:46 on ttys@@3

shildebrandltl:~ taolin% docker images

| Cannot connect to the Docker daemon. Is the docker daemon running on this host?
shildebrandltl:~ taolin% cat ~/.bash_profile

| cat: JUsers/taolin/.bash_profile: Mo such file or directory
shildebrandltl:~ taolin% touch ~f/.bash_profile
shildebrandltl:~ taolins [

2. Add the following lines to the end of the file:
O export DOCKER_HOST=tcp://192.168.99.100:2376
0 export DOCKER TLS_VERIFY=1
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O export DOCKER_CERT_PATH=SHOME/.docker/machine/certs

eyl vt e e e e

eoe 2 taolin — vim ~/.bash_profile — 96x=15

export DOCKER_HOST=tcp://192.168.99.100:2376 [
export DOCKER_TLS_VERIFY=1
export DOCKER_CERT_PATH=%HOME/. docker{machinefcertsl

N
1«,
-'\.-
.
{ ~ |
N
| |
N
g- |
1=
N
‘ |
N

== INSERT --

LS

Save the ~/.bash_profile file, and then close the terminal window. Reopen a new terminal and issue the
command docker images; you will get response from Docker Daemon on local host.
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Chapter 6 Run and Debug Apps the Docker Way

Note: This document is used to run C2S application using Docker.
Prerequisite:

Install Docker: “Setup, Configure, and Use Docker on Local Dev Machine”.

Note: if some commands not run on windows shell, try to run in git bash, docker terminal, or Cygwin.

Steps to Run C2S Application with Docker

1. Pull all C2S project from git repository to your local workspace.
https://github.com/orgs/FEISystems/dashboard
2. Add dockerhost to hosts under C:\Windows\System32\drivers\etc
Example: 192.168.99.100 dockerhost
3. Config virtual box,
O Go to Oracle VM virtualBox Manager = power off the default VM = click “setting “
0 Under the System, you can increase the memory.
0 Under the Network = click Adapter 3 =Enable Network Adapter=>choose Bridged
Adapter 2 Allow VMs—> click OK > start the default VM

~

@ Oracle VM VirtualBox Manager | = [& P
File  Machine Help
{:} L{:‘ﬁ @ g &1 Snapshats
MNew Sefttings Discard Show
BN default & General |
adefault-Setﬁr_ - —-—
% General Network
T
System | Adapter1 | Adapter2 | Adapter3 | Adapter4 |
Q Display Enable Metwork Adapter
@ Storage
Name: ’InteI(R) Ethernet Connection 1217-LM -
@: Audio v Advanced
m Netwark Adapter Type: |PCnet-FAST III (Am79C973) -
5 i Promiscuous Mode: ’AIthMs -
@ Serial Ports
MAC Address: |08002781C5DA )
s
ﬁ UsB [¥] cable Connected
ﬁ Shared Folders Port Forwarding
E User Interface
il || d
Invalid settings detected i 0K i l Cancel l ’ Help
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4. Create images form project
* Pease refer the infrastructure folder in GitHub for standing up a C2S running instance and
related infrastructure usingDocker and Docker Compose.
0 Go to ~\consent2share\infrastructure\scripts, run build-all.sh in git bash to create all
C2S application images.
5. Manual build each images.
0 For each project,
run “mvn clean package docker:build”
0 For patient-portal-ui and admin-portal-ui
run “mvn clean package -Pdocker docker:build”
O Foruaa,
e run “gradlew install”
e copy war under uaa/build/libs/*.war to docker/uaa.war;
e go to docker folder, run “docker build -t uaa
6. images operation in Docker.
0 check images: “docker images”
0 remove image: “docker rmi <image name or id>"
7. Runimages in container.
O Run all applications:
Go to ~\consent2share\infrastructure\developmentproject and run “docker-compose
up” in command line.
O Run each application using docker-compose:
e To Run container using scale: (including create and start container)
“docker-compose scale <service name in docker-compose.ym|>=1"
Example : docker-compose scale uaa.c2s.com=1
e To destroy container: (including stop and remove container)
“docker-compose scale < service name in docker-compose.ym|>=0"
Example: docker-compose scale uaa.c2s.com=1
e To start container: (container already created)
“docker-compose start < service name in docker-compose.ymI>”"
Example : docker-compose start uaa.c2s.com
e To stop container: (including stop and remove container)
“docker-compose stop < service name in docker-compose.ym|>”
Examples: docker-compose stop uaa.c2s.com
0 Docker operations
e list containers: “docker ps” or “docker ps -a” (including stopped containers)
e Remove containers: “docker rm <container name or id>"
e run container from images: docker run —d <image name>
Example : “docker run —d --name pcm pcm”

8. Enable remote debug C2S applications:
0 For spring boot application:
e copy the entrypoint line from Dockfile.
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[ETProject ~ [€3 == [ ¥~ IF [ [ dss\...\Dockerfile %
O ar H-waorksna i .
dss C\intelli]-workspace’, FROM java:8
mvn VOLUME /[fjava
5IC ARG finalName
main ADD $finalName /[
docker ENTRYPOINT [[RER
=) Dockerfile

e added "-agentlib:jdwp=transport=dt_socket,address=8000,suspend=n,server=y"
to your entrypoint and put in docker-compose.yml under service.
e Map the container debug port to docker host map.

ass.mnc.com:
image: dss
volumes:
- [ef/Usexrs/java:/Jjava
entrypoint:
["java", "-agentlib:jdwp=transport=dt_socket,address=8000, suspend=n, server=y","-jar","/dss.jar","--5
ports:
- "8450:8450"
- "8000:8000"
links:
- discovery-server.mhc.com

0 For Tomcat application:
e Add the following line as environment under the service.

“ CATALINA_OPTS: -
agentlib:jdwp=transport=dt_socket,server=y,suspend=n,address=8000.”

e Map the container debug port to docker host map.
pls.mhc.com:
image: pls
volumes:
- /c/Users/java:/java
ports:
- "8453:8443"
- "8080:8080"
- "8000:8000"
links:
- pls-db.mhc.com
environment:
CATALINA OPTS: -agentlib:jdwp=transport=dt socket,server=y, suspend=n,address=8000

9. Start remote debug in Intellij

0 In RUN—>edit configuration = press T Sselect Remote.

0 Inthe remote page: use docker host ip as host field, use docker host port as port,
select the module’s classpath. Click ok. (“docker-machine Is” to check docker host ip
and “docker ps ” to check which port mapped to or check in your docker-compose.yml)

0 Start your container and click the L to start the debug. The debug window will
show in the bottom of intellij and showing “conneted to VM”.
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B Run/Debug Configurations -
i —
+ -0 ¥F 1+ 3 ”ﬂame:E
Add New Configuration
T JTUTTL)S gl.l
? GulpJs
3 JAR Application man
F‘m JavaScript Debug nt]
& Junit
[& JUnit Test Discovery s
K Kotlin bu,
K Kotlin (JavaScript - experimental) W 1
K Kotlin script
£ Maven a9y
nJ
m npm
@ Nwjs gs
__m Snrinn Boant [ans
1] Run/DeblE Configurations g
+ = @ s" 1+ ** Name: |pcm ‘ Dihare D Sing
Q Docker Deployment Configuration | lass ‘
@Remote
@pcm Command line arguments for running remote JVM
gspfiﬂs Boot -agentlib:jdwp=transport=dt socket,server=y, suspend=n,address=8000
A Tomcat Sel
ﬁPD:'f“amts e For JDK 1.4

~Xdebug —Xrunjdwp:transport—d:t_socket, server—y, suspend—n, address—6000

For JDK 1.3.x or earlier

—Xnoagent —Djava.compiler=NCNE -Xdebug

-Xrunjdwp:transport=dt_socket, server=y, suspend=n, address=8000
Settings
Transport: ° Socket O Shared memory

Debugger mode: ° Attach O Listen

Host: ‘192.168.99.100 | Port: ‘8000

Search sources using module’s classpath: In pcm

» Before launch: Activate tool window

o =iy

10. Check log file.
0 Container logs can be check in command line.
Run “docker logs <constainer name or id>".
0 Tomcat logs can be find in the container under “/usr/local/tomcat/logs”
Run “docker exec -it <constainer name or id> bash” to access container.
O Application logs are located under java/C2S_LOGS.
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11. Useful Docker command:

0 Stop all running containers: docker ps -a -q | xargs docker stop
0 Remove all containers: docker ps-a-q | xargs docker rm

0 Remove all images: docker images -a -
0 Remove all dangling images: docker images -qf dangling=true | xargs docker rmi
12. (optional) Docker integration plugin for intellij

g | xargs docker rmi

1. File>setting=>plugin>

Install JetBrains plugin...

and install it.

Bl Browse JetBrains Plugins

@l‘ docke

OF:

Sort by: name ¥ | TOOLS IN

. Mr integration 190,082 ™ Docker
" TOOLS INTEGRATION 6 days ago NS
Updated

2. File>setting>type “clouds” in search filed>select “Clouds” under “Build,

Execcution, deployment” 2> + Sselect docker in dropdown menu. > setup url

and certificate folder.

Settings s
{O‘ clouds -‘:}?‘ Build, Execution, Depl » Clouds
Plugins il Name: | docker-default
¥ Build, Execution, Deployment L docker-default : —
[ _cos | [ il |
Certificates folder: C\U!wn@dhadim\dﬁaﬂl _|
Dacker Compase executable: _|

O Import credentials from Docker Machine
Docker Machine executable: | docker-machine

Machine:

Run->edit configuration9+ —>docker deployment

[ Sl i S e il

—>search “docker integration”

T
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Run/Debug Configurations
= —

+-—-mDh¥+r »
Add New Configuration

‘%‘ Ant Target

= Applet

% Application

© Arguillian JUnit

© Arqguillian TestNG

G Chromium Remote

[ | Compound

5 Cucumber java

'! Firefox Remote
(= Gradle
@ Griffon

4. Example: pp-ui

Run/Debug Configurations u
—— —
+ - m ﬁ" + 4 » Name: | pp-ui ‘ D Share D Single instance only
v
Q Docker Peployment Depl t ‘ Container ‘
Dpp-vi 1
E&trypolicy Server: [ Q docker-default n\:l
gprm Deployment: [Q Docker Image n
pls
» [ Remote Image ID: ‘ pp-uilatest |
" ﬂSpring Boot Container name: ‘ pp-ui |
»  # Tomcat Server
> ?‘ Defaults Open browser

[ After launch G: Default v Ij [ with JavaScript debugger

S

~ Before launch: Maven Goal, Activate tool window

+ - 2721+ 3

D Show this page Activate tool window

BT (o | oy | [ ]
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Run/Debug Configurations

| X |

A Q Docker Deployment
Dpp-ui
Bypolicy
Dpem
pis

@ Remote

@ Spring Boot

A Tomcat Server

%P Defaults

Yy vrwyYwywy

+ -0 % 1+ ¥ » Name |pp-ui

Deployment ‘ Container |

D Share D Single instance only

Server: [ Q docker-default

Deployment: [ Q Docker Image

Image ID: ‘ pp-ui:latest

Contai ‘

Select Maven Goal

Working directory ‘ Cntellij-workspace'\patient-portal-ui\server

Command line [:hwn clean package docker:build —Pdockerl

¥ Before launch: Maven Goal, Activate tool window

+ -

D Show this page Activate tool window

Coc [l

Go to container,

13. JSON file >click Bl ->choose a folder under target to generate the container setting.json.
14. Under links—>select “discovery-server.c2s.com” = Apply

B Run/Debug Configurations =
+ — M % * + > Name |ppeui [) share [ Single instance only
¥ ) Docker Deployment | L S

Dpp-ui : =
Etrypolicy JSON file: | \patient-g - docker, iner_settingsjson | | |_EI_| l cu |
Dpem
@pis Entrypoint: | J
I
= [ Remote Command: | ]
» o spring Boot
> A To G ] Pubtish ali ports
¥ Defauns * Port bindings IR
- Name: ||
Atias:  [discoveny-server.mhc.com _Alias i-
java_admin-ui.mhc.com_1
java_dss.mhc.com_1 -l
ava_edge-server.mhc.com_1 rd
java_patient-registration.mhe.com_1
java_pati -db.rmh 1
java_patient-user.mhc.com_1
» Volume bindings
* Environmaent variables
= Bafrra laenehs heean Taul Setheare taal wiadona
BEZER ( corce | [ ooty | | Hew
. pp-ui ~ | P @ »
Click to deploy.
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